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About the cover

Third-party involvement in breaches
was an ever-present subject in
incidents throughout this past year.
Third parties can not only act as
custodians to customers’ data, but
they can also underpin critical parts
of organizations’ operations.

Our incredible design team rose

to the challenge of representing

the balancing act an organization’s
security programs have to perform
with the growing dependence on
those third parties. If the impossibly
balanced shape on the cover makes
you uncomfortable, you have begun
to understand the challenges modern
Chief Information Security Officers
(CISOs) face in the current environment.

Throughout its “spine,” you can find
encoded the Incident Classification
Patterns that were most prevalent
in breaches in our incident dataset
(with the previous year’s data
oriented to the left of the center and
the current year’s data to the right).
The inner cover represents those
quantities in a less abstract way.

The shape might look too fragile to
continue standing, but the fact that
it is holding steady is a monument to
all the hard work and collaboration
that the industry has brought to
bear. With the proper amount of
collaboration, organization and
information sharing, we can continue
to strengthen cybersecurity efforts
and maybe have a good night of
sleep or two in the future as a treat.
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Welcome

Hello, and welcome to the Verizon Data Breach Investigations
Report (DBIR) Small- and Medium-Sized Business

(SMB) Snapshot.

The DBIR aims to provide security
professionals with an in-depth analysis
of data-driven, real-world instances of
cybercrime and how cyberattacks play
out across organizations of different
sizes as well as from different verticals
and disparate geographic locations.
We hope that by doing so, we can
provide you with insight into what
particular threats your organization

is most likely to face and thereby

help prepare you to handle them.

As in past years, we will examine what
our data has to tell us about threat
actors and the tools they employ against
organizations. This year, we analyzed
22,052 real-world security incidents,

of which 12,195 were confirmed data
breaches (a record high!), with victims
spanning 139 countries.

This data represents actual, real-world
breaches and incidents provided from
the case files of the Verizon Threat
Research Advisory Center (VTRAC)
team, along with the generous support
of our global contributors, and from
publicly disclosed security incidents.

We hope you can use this report and the
information it contains to increase your
awareness of the most common tactics
used against organizations at large and
your specific industry. It offers strategies
to help protect your company and its
assets. Read the full report for a more
detailed view of the threats you may

face today at verizon.com/dbir.

About the 2025 DBIR
incident dataset

Each year, the DBIR timeline for in-
scope incidents is from Nov 1 of one
calendar year through Oct 31 of the
next calendar year. Thus, the incidents
described in this year’s report took
place between Nov 1, 2023, and Oct 31,
2024. The 2024 caseload is the primary
analytical focus of the 2025 report, but
the entire range of data is referenced
throughout, notably in trending graphs.
The time between the latter date and
the date of publication for the report

is spent in acquiring the data from our
global contributors, anonymizing and
aggregating that data, analyzing the
dataset, and finally creating the
graphics and writing the report.

22,052

security incidents
investigated

12,195

confirmed breaches
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Summary of findings
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Credential abuse (22%)

Exploitation of vulnerabilities (20%)

Phishing (16%)
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Figure 1. Known initial access vectors in non-Error, non-Misuse breaches (n=9,891)
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Figure 2. Ransomware action over time in breaches (n for 2025 dataset=10,747)

If you’re vulnerable,
they will come.

The exploitation of vulnerabilities has
seen another year of growth as an initial
access vector for breaches, reaching
20%. This value approaches that of
credential abuse, which is still the most
common vector. This was an increase
of 34% in relation to last year’s report
and was supported, in part, by zero-
day exploits targeting edge devices
and virtual private networks (VPNs).
The percentage of edge devices and
VPNs as a target on our exploitation

of vulnerabilities action was 22%, and
it grew almost eight-fold from the 3%
found in last year’s report. Organizations
worked very hard to patch those edge
device vulnerabilities, but our analysis
showed only about 54% of those were
fully remediated throughout the year,
and it took a median of 32 days

to accomplish.

More organizations are
being held hostage.

The presence of Ransomware, with or
without encryption, in our dataset also
saw significant growth—a 37% increase
from last year’s report. It was present in
44% of all the breaches we reviewed, up
from 32%. In some good news, however,
the median amount paid to ransomware
groups has decreased to $115,000 (from
$150,000 last year). 64% of the victim
organizations did not pay the ransoms,
which was up from 50% two years ago.
This could be partially responsible for
the declining ransom amounts.

Ransomware is also disproportionally
affecting small organizations. In larger
organizations, Ransomware is a
component of 39% of breaches, while
SMBs experienced Ransomware-related
breaches to the tune of 88% overall.
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60% of breaches involved a human element (n=10,798)

30% of breaches involved a third party (including software vulns) (n=7,956)

17% of breaches were Espionage motivated (n=8,045)
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Figure 3. Select key enumerations in breaches

The ways in are shifting.

Although the involvement of the human
element in breaches remained roughly
the same as last year, hovering around
60%, the percentages of breaches
where a third party was involved
doubled, going from 15% to 30%.

There were notable incidents this year
involving credential reuse in a third-party
environment—in which our research
found the median time to remediate
leaked secrets discovered in a GitHub
repository was 94 days.

We also saw significant growth in
Espionage-motivated breaches in

our analysis, which are now at 17%.

This rise was, in part, due to changes

in our contributor makeup. Those
breaches leveraged the exploitation of
vulnerabilities as an initial access vector
70% of the time, showcasing the risk of
running unpatched services. However,
we also found that Espionage was not
the only thing state-sponsored actors
were interested in—approximately 28%
of incidents involving those actors had a
Financial motive. There has been media
speculation that this may be a case of
the threat actors double-dipping to pad
their compensation.
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Figure 4. Percentage of non-managed devices with corporate logins in infostealer

logs (each glyph is 0.5%)

No device is off-limits.

With regard to stolen credentials,
analysis performed on information
stealer malware (infostealer) credential
logs revealed that 30% of the
compromised systems can be identified
as enterprise-licensed devices.
However, 46% of those compromised
systems that had corporate logins in
their compromised data were non-
managed and were hosting both
personal and business credentials.
These are most likely attributable to a
bring your own device (BYOD) program
or are enterprise-owned devices being
used outside of the permissible policy.

By correlating infostealer logs and
marketplace postings with the

internet domains of victims that were
disclosed by ransomware actors in
2024, we saw that 54% of those
victims had their domains show up in
the credential dumps (for instance, as
URLSs the credentials allegedly gave
access to0), and 40% of the victims had
corporate email addresses as part of
the compromised credentials. This
suggests these credentials could have
been leveraged for those ransomware
breaches, pointing to potential access
broker involvement as a source of initial
access vectors.
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GenAl account credentials Personal Corporate, notintegrated

Figure 5. Percentage breakdown of GenAl service access account types
(each glyph is 0.5%)

Al is not A-OK.

As of early 2025, generative artificial
intelligence (GenAl) has still not taken
over the world, even though there is
evidence of its use by threat actors as
reported by the Al platforms themselves.
Also, according to data provided by one
of our partners, synthetically generated
text in malicious emails has doubled
over the past two years.

A closer-to-home emerging threat from
Al is the potential for corporate-sensitive
data leakage to the GenAl platforms
themselves, as 15% of employees were
routinely accessing GenAl systems on
their corporate devices (at least once
every 15 days). Even more concerning, a
large number of those were either using
non-corporate emails as the identifiers
of their accounts (72%) or were

using their corporate emails without
integrated authentication systems in
place (17%), most likely suggesting

use outside of corporate policy.
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Incident
Classification
Patterns

The DBIR first introduced the Incident Classification Patterns in 2014 as a useful
shorthand for scenarios that occurred very frequently. In 2022, due to changes in
attack type and the threat landscape, we revamped and enhanced those patterns,
moving from nine to eight—the seven you see in this report and the Everything Else
“pattern,” which is a catch-all for incidents that don’t fit within the orderly confines of

the other patterns.

These patterns are based on an elegant machine-learning clustering process,
equipped to better capture complex interaction rules, and they are much more
focused on what happens during the breach. That makes them better suited for

control recommendations, too.

Here are our key findings for each pattern:

System Intrusion

These are complex attacks that
leverage malware and/or hacking to
achieve their objectives, including
deploying Ransomware.

This pattern continues to be largely driven by Ransomware, which is present in 75%
of the breaches.

Analyzing the initial access vectors in the Ransomware breaches, we see that
exploitation of vulnerabilities is the most common vector, overtaking credential
abuse for a couple of years now.

We have not seen this result in the larger dataset (where credential abuse is

still the most common one), but this shouldn’t be surprising given how much the
ransomware operators have been leveraging vulnerabilities on file server software
(2023) and perimeter devices (2024).

Social Engineering

This attack involves the psychological
compromise of a person that alters their
behavior into taking an action or
breaching confidentiality.

Social actions in Social Engineering incidents are led by Phishing and
Pretexting, unsurprisingly.

Prompt bombing is of special interest, in which users are bombarded with
multifactor authentication (MFA) login requests, showing up in 14% of incidents.

Other types of techniques used to bypass MFA, such as Adversary-in-the-Middle
(AiTM), Password dumping and Hijacking (like SIM swapping), only show up in 4%
of the entire breach dataset for this year’s report.

In 2024 alone, according to the FBI Internet Crime Complaint Center (IC3), more
than $6.3 billion was transferred as part of Business Email Compromise (BEC)
scams. The median amount of money extracted from victims has settled around
the $50,000 mark.
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Basic Web Application Attacks

These attacks are against a Web
application, and after the initial
compromise, they do not have a large
number of additional Actions. It is the
“get in, get the data and get out” pattern.

In this pattern, about 88% of the breaches involve the Use of stolen credentials,
which sometimes serves as both the first and only action, while other times, it is just
one piece of a larger attack chain.

You also have to contend with brute forcing (“guessed credentials”) along with the
establishment of Backdoors or C2s (command and controls).

For the last couple of years, Espionage has hovered around 10% to 20% of the
Basic Web Application Attacks breaches, but this year it accounts for an eye-
opening 62%.

Miscellaneous Errors

Incidents where unintentional actions
directly compromised a security
attribute of an information asset are
found in this pattern. This does not
include lost devices, which are
grouped with theft instead.

The top three action varieties were Misdelivery, Misconfiguration and Publishing
error, which was a change from last year’s top three.

The data types we see affected by Miscellaneous Errors breaches are primarily of
the Personal variety.

And while this Personal information includes data points such as date of birth,
mailing address and other tidbits useful for identity theft, we are also seeing some
of the more sensitive varieties showing up to a lesser degree.

Privilege Misuse

These incidents are predominantly
driven by unapproved or malicious
use of legitimate privileges.

While the Privilege Misuse pattern is typically insiders, this year there has been an
increase in Partner actors, now at 10%.

Most cases are motivated by direct financial gain, and while we see Espionage in
this pattern (10%), it has decreased over last year’s high (46%).

System admins are quite low in terms of committing deliberate actions that lead to
a breach, whereas they figure rather prominently in terms of accidental breaches
(due to their privileges).

Denial of Service

These attacks are intended to
compromise the availability of networks
and systems. This includes both network
and application layer attacks.

This pattern is one of the consistent leaders in the incident patterns, and the size of
the median attack has also grown substantially over the years.

Since 2018, there has been over 200% growth in the median for the size and about
1,000% increase in the upper bounds of the bits per second of those attacks.

The top industry targets of Denial of Service are Finance (35%), Manufacturing
(28%) and Professional Services (17%).

Lost and Stolen Assets

Incidents where an information

asset went missing, whether through
misplacement or malice, are grouped
into this pattern.

This pattern continues to trend downward in terms of the number of incidents and
breaches compared to last year. This is hopefully due to effective controls being put
in place on the assets, rendering the data inaccessible even when custody of the
item is lost.

Medical data appeared again this year in the top data types affected in
these breaches.
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Small- and medium-

Sized businesses

One of the more common questions we get here on the DBIR team is “How does

the threat landscape differ for large organizations versus small- and medium-

sized businesses?” It is a fair question and an interesting one, but it is not always
particularly easy to answer. Several years ago, we examined both and compared

the results to ascertain how similar (or dissimilar) the attack surface of each might
be to the other. The results from the first analysis in 2013 indicated that there were
significant differences between the two. The threat landscape for an enterprise with
more than 100,000 employees and billions of dollars annually in revenue simply did
not look the same as the landscape for the proverbial Mom and Pop grocery store or
even a moderately sized regional operation.

In 2020, in part due to requests from our readers and also due to our own curiosity,
we revisited the same analysis to determine whether that was still the case or

if the situation had altered. What we found was that there was much more of a
convergence with regard to the threat landscape, regardless of organizational size.
As we mentioned at the time, perhaps foremost among the factors contributing to
this convergence was that both large and small organizations were increasingly
relying on similar solutions to protect their infrastructures. Along with this reliance
upon the same toolbox came the continued rise of Extortion-based attacks, such as
Ransomware, which proved to be a game-changer for companies of any size.

Organization Frequency Top patterns Threat actors

size

Actor motives

Ransomware forced a movement away
from the question of “What price can

| get for my victims’ data on the open
market?” to “What is my victim willing

to pay to maintain access to their

own data?” This new approach to the
monetization of data was typically
simpler, easier and more effective for the
criminal, and it further contributed to the
widening of potential targets because
the methods employed are similar
regardless of victim size. This year, we
decided to take another look and see
how things currently stand. Let’s jump in
to the results, but before we do (spoiler
alert!), it’s mostly bad news for SMBs.

Data
compromised

Small businesses
(fewer than 1,000
employees)

3,049 incidents,
2,842 with
confirmed data
disclosure

System Intrusion,
Social Engineering
and Basic Web
Application Attacks
represent 96% of
breaches

External (98%),
Internal (2%),
Partner (1%)
(breaches)

Financial (99%)
(breaches)

Internal (83%),
Credentials (34%),
Other (6%),
Personal (4%)
(breaches)

Large businesses
(more than 1,000
employees)

982 incidents, 751
with confirmed data
disclosure

System Intrusion,
Basic Web
Application Attacks
and Miscellaneous
Errors represent
79% of breaches

External (75%),
Internal (25%),
Partner (1%),
Multiple (1%)
(breaches)

Financial (95%),
Espionage (3%),
Ideology (1%)
(breaches)

Personal (50%),
Other (36%),
Credentials (29%),
Internal (29%)
(breaches)

Table 1. At-a-glance table by organization size

2025 Data Breach Investigations Report Small- and Medium-Sized Business Snapshot
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The first thing that is readily apparent
is that there are almost four times the
number of SMB victims than there are
large organizations. This increased
difference makes sense due in part
to the simple fact that there are more
SMBs doing business than there are
large organizations. It may also be,

to some degree, a byproduct of our
contributor bias. It does seem like a
rather intuitive finding, though, even

if it is not a finding that is particularly
encouraging if you are an SMB.

When we examine the most common
action varieties, we see that the

primary hacking variety for both is the
Use of stolen credentials, at 32% in
large organizations and 33% in SMBs.
Leveraging stolen credentials has

been one of the common ways into

an organization for the last several
years. Clearly, while these numbers are
almost identical for both, the same likely
cannot be said for the security posture
nor the security budget of an SMB
versus the average large organization.
Unfortunately, the adage “If you can’t run
with the big dogs, stay on the porch” is
less than helpful if you cannot actually
remain on the porch because you still
have to run your business.

Not all findings are similar, though.

For instance, Figure 6 illustrates that
there is a stark difference with regard to
the amount of malware seen between
the two and, in particular, the frequency
of the Ransomware variety. Whereas
large orgs see Ransomware only
comprising 39% of the breaches, SMBs
are experiencing Ransomware-related
breaches to the tune of 88% overall.
Speaking of adages, “When it rains, it
pours” comes immediately to mind.
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Figure 6. Top Action varieties by victim
organization size (n=645)

In addition to being terribly dispiriting
for SMBs, this finding goes a long

way toward refuting the common
misconception that ransomware groups
are only targeting large organizations
and not bothering with the small fries.

In fact, the data indicates the exact
opposite scenario. In brief, ransomware
groups don’t seem to care what size an
organization is; they are quite happy to
breach smaller organizations and adjust
their ransom demands accordingly. It

is simply a bonus for the attacker that
SMBs are less likely to have up-to-date
and readily available backups than a
large organization.

Meanwhile, Figure 7 provides a little
good news for SMBs in that while Errors
account for almost one in five (18%)
breaches in large organizations, they are
merely a footnote for SMBs at 1%. Sure,
there are fewer people in SMBs to make
those mistakes, but the amount being
smaller can actually be a mixed blessing
when you notice how big that Malware
bar in the figure is.
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Figure 7. Top Actions by victim
organization size (n=751)

In fact, when we engage with large
companies who have very mature
security programs that leverage VERIS
for their internal incident records and
risk modeling, they often tell us how
much their numbers are skewed toward
Error actions, and their leadership

will often pressure them to get those
percentages down. But if those
percentages are up, it is because
actions that are potentially much worse
are trending down, such as Hacking,
Malware and Social.

Social attacks, on the other hand,
account for roughly similar percentages
for SMBs (18%) and large organizations
(13%) and are almost exclusively of the
Phishing variety. However, Pretexting
attacks are more common in SMBs than
in large organizations.
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The mouse that roared

A reasonable question might be “OKk,

so SMBs may be vulnerable, but surely
the impact of a breach of an SMBiis,

by nature, considerably less than for

a large organization, right?” Wrong.

May we direct your attention to the
calamitous fiasco of the National Public
Data breach' that occurred in 2024.The
company, which aggregated data for
use in background checks, was
breached, and 2.9 billion records were
put up for sale (including Social Security
numbers, dates of birth and addresses)
on the dark web containing information
of citizens of the U.S., Canada and the
U.K. This was good news to the threat
actors and vendors offering credit
monitoring services. But this breach
illustrates perfectly the type of outsized
damage that an organization with literally
a handful of employees can cause to the
data victims affected.
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Figure 8. Top Actor varieties by victim
organization size (n=494)

1. https://www.cyber.nj.gov/Home/Components/News/News/1436/214

Who is to blame?

As Figure 8 illustrates, the majority

of actors for both large and small
companies continue to be primarily
financially motivated external actors

of the Organized crime variety. In most
cases, when you see organized crime,
you may safely assume ransomware was
involved. Also, as mentioned previously,
large organizations have a smattering
of Internal actors committing Error or
Misuse breaches, while these are very
rare in SMBs. Finally, we see Nation-
state actors are rarely targeting the
SMBs of the world, which at least lets
us end this section on a positive note.
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Stay informed
and threat ready.

Facing today’s threats requires intelligence from a source you can trust.

The full 2025 Data Breach Investigations Report contains details on the
actors, actions and patterns that can help you prepare your defenses
and educate your organization. Get the intelligence you need to help
protect your organization.

Read the full 2025 DBIR at verizon.com/dbir.

Want to make the world of cybersecurity a safer place?

If your organization aggregates incident or security data and is interested in becoming a
contributor to the annual Verizon DBIR (and we hope you are), the process is very easy
and straightforward. Please email us at dbircontributor@verizon.com.

Please feel free to provide us feedback for improving the DBIR at dbir@verizon.com,
reach out to Verizon Business (or one of the authors) on LinkedIn and check out the

VERIS GitHub page: https://github.com/vz-risk/veris.

© 2025 Verizon. 0GAR1380425
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